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December 28, 2006

The Honorable Kevin J. Martin
Chairman
Federal Communications Commission

445 12th Street, S.W.
Washington, DC 20554

Re: In the Matter of Implementation of the Telecommunications Act of 1996,
Telecommunications Carriers' Use of Customer Proprietary Network Information
and Other Customer Information, Petition for Rulemaking to Enhance Security
and Authentication Standards for Access to Customer Proprietary Network
Information (CC Docket No. 96-115); Request for Delayed Consumer
Notification Concerning Breaches of Customer Proprietary Network Information
("CPNI")

Dear Chairman Martin:

I am writing to express the views of the Department of Justice ("DOl") regarding the
above-referenced Rulemaking regarding the privacy of Customer Proprietary Network
Information ("CPNI"). Specifically, we request that the Federal Communications Commission
(the "Commission"), in issuing any Rules requiring that carriers notify customers in the event of
a breach of CPNI, include a mechanism allowing for delay of such notification at the request of
law enforcement. Allowing for delayed consumer notification in appropriate cases enhances our
ability to investigate the circumstances surrounding the loss of the data and, thereby, advances
consumer protection.

As you are aware, DOJ has previously informed the Commission of its views on
consumer notification of CPNI breaches.1 We believe that prompt notice to law enforcement
regarding security breaches is critical to the success of any investigation ofthose breaches. A

il

I

I

I

I

See Comments of the United States Departments of Justice and Homeland Security, In the Matter of
Implementation of the TelecommunicationsAct of 1996, Telecommunications Carriers' Use of Customer
Proprietary Network Information and Other Customer Information, Petitionfor Rulemaking to Enhance Security
and Authentication Standards for Access to Customer Proprietary Network Information, CC Docket No. 96-115 at
12-13 (filed Apr. 28, 2006).




